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 Free course demos allow you to see course content, watch world-class instructors in action, and evaluate course difficulty.

 

 Train and Certify
 Immediately apply the skills and techniques learned in SANS courses, ranges, and summits
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 This eBook offers a glimpse into the key threats that are expected to emerge as forecasted by SANS experts.

 

 Enterprise Solutions
 Build a world-class cyber team with our workforce development programs.
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 Empowering Security Awareness teams with industry benchmarking, program growth, and career development.

 

 Security Awareness
 Increase your staff’s cyber awareness, help them change their behaviors, and reduce your organizational risk
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 In collaboration with security subject-matter experts, SANS has developed a set of security policy templates for your use.

 

 Resources
 Enhance your skills with access to thousands of free resources, 150+ instructor-developed tools, and the latest cybersecurity news and analysis
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 Membership of the SANS.org Community grants you access to cutting edge cyber security news, training, and free tools that can't be found elsewhere.

 

 Get Involved
 Help keep the cyber community one step ahead of threats. Join the SANS community or begin your journey of becoming a SANS Certified Instructor today.
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 To empower current and future cybersecurity practitioners around the world with immediately useful knowledge and capabilities, we deliver industry-leading community programs, resources and training.

 

 About
 Learn more about how SANS empowers and educates current and future cybersecurity practitioners with knowledge and skills.
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        Aviata Cloud Solo Flight Challenge
      
 Master hands-on cloud security skills through this free 2024 workshop series. Aviata Cloud has embarked on a solo flight journey around the globe only to discover their nemesis, Baron Von Herrington and Co. is lurking in the shadows to sabotage them at every turn. Your hands-on cloud security skills can save the mission, defeat the enemy, and win the challenge!
  Explore Free Workshops   Courses & Certifications 
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          Latest Cloud Security News & Updates
        
 Follow Us:
 	SANSCloudSec
	CloudSecYoutube
	SANSCloudSec
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 Webcast
 
        April 30, 2024
      
 
        Incidents Don't Have to Become Breaches
      
 Join Brandon as he shares his analysis on real cloud breaches that were made much worse due to a lack of defense-in-depth. Using case studies, he will discuss the unique challenges of protecting the cloud, why the cloud providers are unable to solve these problems alone, why multicloud makes matters even more difficult, and how your organization can take practical measures to mitigate the impact of cloud incidents.
  
 
        Register Here
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   Cheat Sheet
  
      NEW! Cloud Native Security Tool Cheat Sheet
    
 If you're looking to implement cloud native security practices, then look no further than this Cloud Native Security Tool cheat sheet. It's a helpful reference guide with detailed commands to get you started.
       
        Download Your Copy
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  Cloud Security Architecture Cheat Sheets
 
  
 
  
  

  

	   Whitepaper
 
      December 31, 2023
    
 Navigating Complexities of Multiple Clouds
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  Quick Wins in Cloud Security
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  Get Your Gear!
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  Download the Flight Plan
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      March 5, 2024
    
 SANS Cloud Security Curriculum
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        Training Flight Paths into Cloud Security
      
 Upskill. Reskill. Keep up with the speed of cloud.
  Explore Journeys  






 


 Top 3 Differentiators
 Frank Kim, SANS Fellow, Curriculum Lead for both Cloud Security and Cybersecurity Leadership shares the top three benefits of taking cloud security training with SANS.
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        CloudSecNext Summit & Training 2024
      
 Deadline: Friday, May 3 at 5 pm MT. 
  Register for Summit   Submit Your Talk 







Featured Cloud Security Courses & Certifications
 
 	Previous
	Next

   New
 
   Cloud Security
  
      SEC549: Cloud Security Architecture
    
 Organizations are migrating infrastructure and applications to the cloud at a rapid pace. As migrations take place, security architects are struggling to design hybrid and cloud-native solutions to meet their organization's security requirements. Shifting to the cloud requires a deep understanding...
    Course Details  
 
 

  Major Update
 
   Cloud Security
  
      SEC540: Cloud Security and DevSecOps Automation
    
 Organizations are moving to the cloud to enable digital transformation and reap the benefits of cloud computing. However, security teams struggle to understand the DevOps toolchain and how to introduce security controls in their automated pipelines responsible for delivering changes to cloud-based...
  Certification:
 	
        GCSA



  Course Details  
 
 

   
   Cloud Security
  
      SEC488: Cloud Security Essentials
    
 More businesses than ever are moving sensitive data and shifting mission-critical workloads to the cloud, and not just to one cloud service provider (CSP). Something that is unclear to many, is that organizations are still responsible for securing their data and mission-critical applications in the...
  Certification:
 	
        GCLD



  Course Details  
 
 

  New
 
   Cybersecurity Leadership,  Cloud Security
  
      LDR520: Cloud Security for Leaders
    
 This cloud security strategy for leaders training course focuses on what managers, directors, and security leaders need to know about developing their plan/roadmap while managing cloud security implementation capabilities. To safeguard the organization's cloud environment and investments, a...
    Course Details  
 
 



 
 
   See All Cloud Security Courses & Certifications 
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          Role-Based Training and Certifications
        

 Trying to figure out which Cloud Security training or certification is best for your role, goals, or team? Explore easy-reference training and certification paths, curated by industry experts and based on common cloud security roles.
  Find Your Match 
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          Join Our Community
        

 We welcome cloud security professionals and those aspiring to join the ranks. Free, open, and respectful community to discuss all things Cloud Security. Join Office Hours with our course authors and instructors, voice chats, and demos. Connect, network, and stay informed.
  Join Here 
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 Cloud Security Certifications
 Securing the cloud is now essential across our global infrastructure. GIAC's cloud security certifications are designed to help you master the practical steps necessary for defending systems and applications in the cloud against the most dangerous threats. From web application security and DevOps automation to cloud-specific penetration testing - across public cloud, multi-cloud, and hybrid-cloud scenarios - we've got the credentials both professionals and organizations need to ensure cloud security at any enterprise.




 
  Learn More  
 





To be a Cloud Ace, You Must Learn From One
 The exceptionally qualified people who author and teach SANS courses, and contribute to
the GIAC Certification exams aligned with those courses, are the leaders in the field. Meet some of our instructors.

 [image: Frank Kim is a SANS Fellow in the Cyberseurity Leadership and Cloud Security curricula.]

 Frank Kim
 Fellow
 Frank Kim is the Founder of ThinkSec, a security consulting and CISO advisory firm. He leads the Cybersecurity Leadership and Cloud Security curricula at SANS, as well as authors and instructs multiple SANS courses.
  Learn Why 
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        Ryan Nicholson
      
 
        Senior Instructor
      
 
        Ryan has worked in everything from security awareness to auditing to cloud, and has applied that experience to authoring SANS SEC488: Cloud Security Essentials, SEC541: Cloud Security Attacker Techniques, Monitoring, and Threat Detection, and teaching multiple SANS cyber defense courses.
      
  
          Learn More
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        Boon Hean Low
      
  
        Boon Hean Low is a DevOps Architect for Ensign InfoSecurity, located in Singapore. He is an instructor for SEC510: Cloud Security Controls and Mitigations.
      
  
          Learn More
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        Joshua Barone
      
 
        Certified Instructor
      
 
        Joshua Barone is a software developer with a specialty in security design and development. He is currently a Senior Developer for Cellebrite.
      
  
          Learn More
        




  View All Instructors  Become an Instructor 
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 Graduate Certificate Program in Cloud Security
 Prepare to navigate your organization through the security challenges and opportunities of cloud services.	Designed for working InfoSec professionals
	Highly technical 12-credit-hour program
	Includes 4 industry-recognized GIAC certifications


 
  Learn More  
 




 	  [image: ] Application Security CyberTalent Assessment
 Application Security CyberTalent Assessment
 Provides assessment data and insights in:
• Common Web Application Attacks
• Web Application Architecture Security
• Secure Coding Principles, Practices and Software Development Lifecycle
 
      Learn More
    


	  [image: ] Cloud Security CyberTalent Assessment
 Cloud Security CyberTalent Assessment
 Provides assessment data and insights in:
• Cloud Models and Fundamentals
• Cloud Access Management and Auditing
• Cloud Application and Service Security
• Cloud Architecture and Automation
• Cloud Risk and Compliance
 
      Learn More
    







Reviews
 
 	Previous
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    I likely will be assessing environments that use multiple CSPs and services for one system, so this training is better for me than being certified in only AWS or only Azure.
  
  Margaret Ray
 
         - Federal Reserve Board of Dallas
      


 


 
    Labs were detailed and thought-provoking. Gave great thought to existing implementation and real-world examples.
  
  Collin Huber
 
         - Allstate Insurance
      


 


 
    I learned so much in 5 days – wish I had this a year ago when we first started getting into the Cloud!
  
  Thomas Buergi
 
         - Pacific Life Insurance Co.
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About Cloud Security Training

SANS Cloud Security training focuses the deep resources of SANS on the growing threats to The Cloud by providing training, GIAC certification, research, and community initiatives to help security professionals build, deploy and manage secure cloud infrastructure, platforms, and applications.
Our curriculum provides intensive, immersion training designed to help you and your staff master the practical steps necessary for defending systems and applications in the cloud against the most dangerous threats. Our cloud security courses are full of important and immediately useful techniques that you can put to work as soon as you return to your office. The curriculum has been developed through a consensus process involving industry leading engineers, architects, administrators, developers, security managers, and information security professionals, and address public cloud, multi cloud, and cloud agnostic scenarios for the enterprise and developing organizations alike.
GIAC's cloud security certifications are designed to help you master the practical steps necessary for defending systems and applications in the cloud against the most dangerous threats. From web application security and DevOps automation to cloud-specific penetration testing - across public cloud, multi-cloud, and hybrid-cloud scenarios - we've got the credentials both professionals and organizations need to ensure cloud security at any enterprise.
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